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DETAILED ACTION 

1 . This is a final office action in response to remarks filed on 1 1 December 2007. 
Claims 1,13, 24, 31,41, and 48-49 claims are amended. Claim 53 is canceled. No 
claims are added. Claims 1, 3, 5, 9-10, 13, 18, 24, 31-33, 35-36, 39-41, 43 and 46-52 
are pending. 

Response to Arguments 

2. The arguments presented in the affidavit and remarks filed on 1 1 December 
2007 have been fully considered, but they are not persuasive. The explanations 
provided are appreciated, however the claims are rejected under a combination of 
teachings from Park, Martin, and Farinacci and applicant addresses only Farinacci. 

3. Applicant argues Farinacci does not teach appending two or more private 
addresses to one another in a predefined order and defining a path to a device in a 
private network, however examiner disagrees. Farinacci clearly describes appending IP 
addresses to an address list (see col 15 lines 48-50) and including delivery tree 
information in a packet header (see col 2 lines 10-29). It is the examiner's continued 
belief that this is equivalent. 

4. Applicant further argues Farinacci cannot be applied to a system using NAT 
routers because tracing packets cannot traverse an entire network. Despite applicant's 
concerns that Farinacci cannot be combined with a NAT system due to Farinacci's use 
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of trace packets, Farinacci is relied upon for the structure and content within the header 
and not for sending trace packets. 

5. In response to applicant's argument that there is no motivation and is improper to 
combine Park-Martin and Farinacci because they solve different problems, examiner 
respectfully disagrees. The Supreme Court in KSR International Co. v. Teleflex Inc., 

550 U.S. , , 82 USPQ2d 1385, 1395-97 (2007) identified a number of rationales 

to support a conclusion of obviousness which are consistent with the proper "functional 
approach" to the determination of obviousness as laid down in Graham. The key to 
supporting any rejection under 35 U.S.C. 103 is the clear articulation of the reason(s) 
why the claimed invention would have been obvious. The Supreme Court in KSR noted 
that the analysis supporting a rejection under 35 U.S.C. 103 should be made explicit. 
Exemplary rationales that may support a conclusion of obviousness include: 

(A) Combining prior art elements according to known methods to yield 
predictable results; 

(B) Simple substitution of one known element for another to obtain predictable 
results; 

(C) Use of known technique to improve similar devices (methods, or products) in 
the same way; 

(D) Applying a known technique to a known device (method, or product) ready for 
improvement to yield predictable results; 



Application/Control Number: 10/614,542 Page 4 

Art Unit: 2152 

(E) " Obvious to try " - choosing from a finite number of identified, predictable 
solutions, with a reasonable expectation of success; 

(F) Known work in one field of endeavor may prompt variations of it for use in 
either the same field or a different one based on design incentives or other market 
forces if the variations are predictable to one of ordinary skill in the art; 

(G) Some teaching, suggestion, or motivation in the prior art that would have led 
one of ordinary skill to modify the prior art reference or to combine prior art reference 
teachings to arrive at the claimed invention. 

Note that the list of rationales provided is not intended to be an all-inclusive list. 
Other rationales to support a conclusion of obviousness may be relied upon by Office 
personnel. 

In this case, both Park and Farinacci describe routing systems and examiner 
maintains it would have been obvious to one of ordinary skill in the art at the time of 
invention to incorporate delivery trees into packet headers as described by Farinacci 
into Park-Martin's routing system to reduce processing performed by each router and 
therewith reduce the amount of network bandwidth used (see Farinacci col 1 lines 26- 
32, col 2 lines 1-29) and also the required processing time (see Park paragraph 5). 

6. Regarding applicant's challenge to examiner's official notice, examiner points to 
Kuo et al. (U.S. Patent Publication 2004/0136356) in which a private address in the 
source address field of a packet is replaced with the public address (see [0008]). It 
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would have been obvious that if a private address is replaced with a public address that 
then a public address could also be replaced with a private address. 

Claim Rejections - 35 USC § 103 

7. The text of those sections of Title 35, U.S. Code 1 03 not included in this action 
can be found in a prior Office action. 

8. Claims 1, 3, 5, 9-10, 24, 31-33, 35-36, 40-41, 43, and 47-53 are rejected under 
35 U.S.C. 103(a) as being unpatentable over Park (U.S. Patent Publication 
2003/0031173) in view of Martin etal. (U.S. Patent Publication 2004/0073640), 
hereafter referred to as Martin, further in view of Farinacci et al. (U.S. Patent 
7,016,351), hereafter referred to as Farinacci. 

9. Regarding claim 1 , Park disclosed a method for routing data packets at NAT 
routers between a public network and a device in a private network, comprising: 

receiving a data packet at a network routing device that is a NAT router residing 
in the public network (see Park paragraphs 24, 1 1 ; A NAT router is used when 
transmitting packets between a public and private network. Public and private 
addresses are compared and when they correspond to the same device, the addresses 
are switched and the packet is forwarded), the data packet being formulated in 
accordance with the Internet Protocol (IP) to have a packet header including a 
destination IP address field (see Park fig. 4 #4-3), a source IP address field (see Park 
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fig. 4 #4-2), and an options field (see Park fig. 4 #4-4) having a stack of two or more 
private IP addresses (see Park fig. 5 #5-4 and #5-7, paragraph 31 ; Two IP addresses, a 
source and a destination address, are stored in the options field. Only private Internet 
address information is saved in the options field. Public Internet address information is 
saved in the packet header); 

extracting, at the NAT router, a private IP address directly from the options field 
(see Park paragraphs 40, 24; Address extraction is inherently included when 
exchanging address information between various fields in the packet. In order for the 
private address from the options field to be moved to the general header, it is first 
extracted. This occurs at a NAT router); 

directly formatting, at the NAT router, the destination IP address field of the 
packet header with the extracted private IP address prior to forwarding the data packet; 
(see Park paragraphs 40-42, 24, fig. 6; In step 116, the IP packet is forwarded. Prior to 
this, in steps 108-112 public and private Internet addresses are exchanged and private 
Internet addresses are moved to the general header) 

reformatting, at the NAT router, the options field to remove the extracted private 
IP address from the stack prior to forwarding the data packet; and (see Park paragraphs 
40-42, 24; When the private address from the options field was exchanged and moved 
to the general header, the private address was first extracted and then moved to the 
general header. The private address is no longer in the options field at this point) 

Park did not explicitly disclose an intermediate private network between a public 
network and a private network, however, in a related art, Martin disclosed a 
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configuration in which a remote office network communicates with a main office network 
and the main office network communicates with the Internet (see fig. 5). It would have 
been obvious to one of ordinary skill in the art to combine the teachings of Park and 
Martin to further describe possible network combinations of Park. 

Park-Martin did not explicitly disclose addresses are appended to each other in a 
predefined order and defining a path to a device residing in a private network. 
However, in a related art, Farinacci disclosed appending IP addresses to an address list 
(see col 15 lines 48-50) and also including delivery tree information in a packet header 
(see col 2 lines 1 0-29). It would have been obvious to one of ordinary skill in the art at 
the time of invention to incorporate delivery trees into packet headers as described by 
Farinacci into Park-Martin's routing system to reduce processing performed by each 
router and therewith reduce the amount of network bandwidth used (see Farinacci col 1 
lines 26-32, col 2 lines 1-29) and also the required processing time (see Park paragraph 
5). 

Park-Martin-Farinacci did not explicitly disclose repeating the process of 
extracting and formatting at each network routing device, including additional NAT 
routers, residing between each of the at least one intermediate private network and the 
private network, however, repeating the above process would have been obvious to one 
of ordinary skill in the art at the time of invention. 
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1 0. Claims 9, 31 , 36, 40, and 47 contain limitations similar to claim 1 above and are 
rejected under Park-Martin-Farinacci for the same reasons as provided above. 

1 1 . Claim 24 contains limitations similar to claim 1 above and is rejected under Park- 
Martin-Farinacci for the same reasons as provided above. Park-Martin-Farinacci described 
a first and second NAT router (see Martin fig. 5 remote office network is connected to the 
main office network and the main office network is connected to the Internet). Although 
Park-Martin-Farinacci did not explicitly disclose the second private network is connected to 
the second intermediate private network by a third NAT router, and the second intermediate 
private network is connected to the public network by a fourth NAT router, it would have 
been obvious to one of ordinary skill in the art at the time of the invention to duplicate the 
configuration in which a private network is connected to another private network which is 
connected to a public network. 

12. Regarding claim 3, Park-Martin-Farinacci disclosed forwarding the data packet 
through a private-side interface of the network routing device (see Park paragraphs 40-41). 

13. Regarding claims 5 and 10, Park-Martin-Farinacci disclosed formatting the 
destination IP address field when an IP address residing in the destination IP address of 
the packet header matches a public-side interface IP address for the network routing 
device (see Park paragraphs 40-41). 
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14. Regarding claim 32, Park-Martin-Farinacci disclosed checking an indicator within 
said options field, wherein said selectively reading and said selectively placing are 
performed when said indicator is in a first state (see Park paragraph 31 , 33, options class 
5-1). 

15. Regarding claim 33, Park-Martin-Farinacci disclosed setting said indicator to a 
second state when no destination addresses remain in said options field (see Farinacci 
col 7 lines 53-58, col 18 lines 20-26, col 21 lines 56-67). 

16. Regarding claim 35, Park-Martin-Farinacci disclosed updating said indicator, 
wherein said indicator indicates how many destination addresses remain in said options 
field (see Farinacci col 5 lines 10-15; A length field contains the number of addresses in 
the address list). 

17. Regarding claim 41 , Park-Martin-Farinacci disclosed the invention, substantially 
as claimed, as described in claim 1 above, further comprising: 

reading, at the NAT router, a first source address from said source address field 
of the packet header; inserting, at the NAT router, said first source address into said 
source address of said options field (see Park paragraphs 40-41 , 24; During the 
address exchange, the source address from the packet header is moved to the options 
field); 
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placing, at the NAT router, a public address of the address-translating routing 
device into said source address field of the packet header; forwarding, at the NAT 
router, said packet out a second interface to a destination device (see Farinacci col 2 
lines 1 0-29; Packets are forwarded by the intervening routers. As a part of the 
forwarding process, the source address is replaced with the address of the router 
sending the packet); 

reading, at the destination device, the first source address from the source 
address field of the options field; and formatting, at the destination device, an outgoing 
data packet from the destination device with the first source address in the destination 
address field of the options field (Using the reverse of the route packets traveled from 
the source device to the destination device would have been obvious to one of ordinary 
skill in the art). 

18. Regarding claim 43, Park-Martin-Farinacci disclosed said header also includes a 
header length field, and further comprising updating a number stored in said header 
length field to reflect a presence of said first source address (see Farinacci col 5 lines 

1 0-1 5; A length field contains the number of addresses in the address list). 

19. Regarding claims 48-49, the claims contain the limitations, substantially as 
claimed, as described in claims 1 and 41 and are rejected according to the same prior 
art. 
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20. Regarding claim 50, Park-Martin-Farinacci disclosed multiple intermediate 
routing devices situated between the intermediate private network and the public 
network (see Park fig. 1 , Martin fig. 5, Farinacci fig. 1 Multiple routing devices between 
two networks is inherently included). 

21 . Regarding claim 51 , Park-Martin-Farinacci disclosed a repository that stores a 
plurality of traversable network addresses, each uniquely identifying a respective node 
in a private network that is separated from the public network by at least one 
intermediate private network (see Martin fig. 5, paragraphs 35, 41-42), and each 
traversable network address being composed of a concatenation of a private IP address 
of the respective private network node and public IP addresses of each network 
address translation (NAT) router interconnecting the respective private network node, 
the at least one intermediate private network, and the public network (see Farinacci col 
15 lines 48-50, col 2 lines 10-29, col 9 lines 54-60 addresses of routers in a path are 
appended together in the packet header). 

22. Regarding claim 52, Park-Martin-Farinacci disclosed wherein IP addresses within 
each traversable network address are concatenated in an order that devices 
corresponding to the IP addresses are encountered during traversal of a packet from 
the public network to the respective private network node (see Farinacci col 15 lines 48- 
50, col 2 lines 10-29, col 9 lines 54-60 addresses of routers in a path are appended 
together in the packet header), and wherein the IP addresses are stored in one of 
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forward and reverse versions of the order (Storing the address list in forward and 
reverse orders are matters of implementation and would have been obvious to one of 
ordinary skill in the art at the time of invention). 

23. Claims 13, 18, 39, and 46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Park-Martin-Farinacci, in view of what was well known in the art. 

24. Regarding claim 13, Park-Martin-Farinacci disclosed the invention, substantially 
as claimed, as described above in claim 3, further comprising: 

directly formatting, at the first NAT router (see Martin fig. 5 remote office network 
is connected to the main office network), the source IP address field of the packet 
header with an IP address for the network routing device prior to forwarding the data 
packet; formatting, at the second NAT router (see Martin fig. 5 the main office network is 
connected to the Internet), the source IP address field of the packet header with a public 
interface IP address for the second network routing device prior to forwarding the data 
packet (see Farinacci col 2 lines 10-29; Packets are forwarded by the intervening 
routers. As a part of the forwarding process, the source address is replaced with the 
address of the router sending the packet). 

Examiner takes Official Notice (see MPEP 2144.03 Reliance on "Well Known" 
Prior Art) that storing an original source private IP address in the source IP address field 
of the packet header instead of the public IP address disclosed by Park-Martin-Farinacci 
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would have been an obvious variation to one of ordinary skill in the art at the time of 
invention. 

25. Regarding claim 18, Park-Martin-Farinacci disclosed the invention, substantially 
as claimed, as described above in claim 16, further comprising extracting the IP address 
for the network routing device from the options field and the IP address for the second 
network routing device from the source IP address field of the packet header for 
subsequent communications with the originating network device (see Park paragraphs 
40-42, Farinacci col 3 lines 59-60, col 4 lines 16-18). 

26. Regarding claims 39 and 46, Park-Martin-Farinacci disclosed wherein said first 
interface is a public (claim 39) or private (claim 46) interface and said second interface 
is a private (claim 39) or public (claim 46) interface (see Park paragraphs 40-41). 

Conclusion 

27. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Hirano et al. (U.S. Patent 6,608,830) 

28. Examiner's Note: Examiner has cited particular columns and line numbers in 
the references applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings of the art and are 
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applied to specific limitations within the individual claim, other passages and figures 
may apply as well. It is respectfully requested from the applicant in preparing 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention, as well as the context of the passage as taught by the prior art 
or disclosed by the Examiner. 

In the case of amending the claimed invention, Applicant is respectfully 
requested to indicate the portion(s) of the specification which dictate(s) the structure 
relied on for proper interpretation and also to verify and ascertain the metes and bounds 
of the claimed invention. 

29. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 
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30. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Angela Widhalm whose telephone number is (571) 272- 
1035. The examiner can normally be reached M-F, 9:00 am - 5:30 pm. If attempts to 
reach the examiner by telephone are unsuccessful, the examiner's supervisor, Bunjob 
Jaroenchonwanit can be reached on (571 ) 272-391 3. The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/A. W./ 

Examiner, Art Unit 2152 
21 March 2008 



/Bunjob Jaroenchonwanit/ 

Supervisory Patent Examiner, Art Unit 2152 



